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How Mission East Process Other’s Personal Data

This section defines how Mission East and Staff commit to processing Others’ Personal Data lawfully, fairly and in
a transparent manner in relation to the individuals whose data is being processed. It guides Staff on how to
process Personal Data of people outside the organisation.

1 General

Mission East IT Security and Data Protection policy applies to all information provided by you to us, by virtue of
your role as, member, contributor, donor, participant in our activities, prospect, supplier, partner, beneficiary, or as
user of our services, including when visiting our website.

At Mission East, we take care of the personal data you provide when interacting with us. In this Document, you can
read more about the data we collect, why and how we process it, how long we store it, and which security measure
we have in place. We will also present you with your rights and ways to claim them, should it be necessary.

Please read this Document and contact us if you do not agree to its contents, either in part or wholly. The current
version of the IT Security and Data Protection policy is available at www.missioneast.org/ at any time.

2 Data Controller

2.1 Organisation
The organisation responsible for processing your personal data is:
Mission East
Kastaniehuset - Bernstorffsvej 20C.1, 2900 Hellerup
www.missioneast.org
CVR number (Company number): 1472 3692

(Hereinafter "Organisation")

2.2 General framework

The general legal framework for our processing of personal data is European General Data Protection
Regulation (EU) 2016/679 on the protection of natural persons with regard to the processing of personal
data and on the free movement of such data and repealing Directive 95/46/EC, including regulation.
Additionally, we comply to the Danish Data Protection Act No. 502 of 23/05/2018 which contains
additional provisions to the Regulation on the Protection of Individuals with regard to the Processing of
Personal Data and on the Free Exchange of Such Information. Finally, we are member of ISOBRO and are
committed to Marketing laws in our fundraising activities.

2.3 Commitment

This Document commits Mission East while processing your Personal Data. All queries regarding this
Document, the processing of your data and any suspicion of non-compliance should first be directed to:

Annette Them Serup, Finance & Administration Director - complaints@missioneast.org.

3 Definitions

Personal Data is defined by the European GDPR as all kind of information upon a person (you) which alone
or combined can lead to the identification of you as a physical person, disregard of the way data is stored
and processed (electronically or not).


http://www.missioneast.org/
https://gdpr.eu/
https://gdpr.eu/
https://www.datatilsynet.dk/english/legislation
mailto:complaints@missioneast.org
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Public Data are any of information about you that can be made freely accessible by anyone or is already
(e.g., social media, public records, press releases, and promotional materials). These data can be collected
and processed without consent as long as they are used in accordance with the purpose of their original
publication, and the Data Subject is informed of the source we have used to collect them.

Confidential Data are any of your personal information that are neither public nor sensitives. Such data
requires elevated access permissions and often your consent. Bank account, family relationships, private
phone number and email address are examples of such data.

Special Categories of Personal Data revealing your racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, and the processing of your genetic data, biometric data
for the purpose of uniquely identifying you as a natural person, data concerning your health or data
concerning a natural person's sex life or sexual orientation. Such data may only be collected if absolutely
required and with your informed consent.

Processing data means every operation which is performed on your Personal Data such as collection,
recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure
by transmission, dissemination or otherwise making available, alignment or combination, restriction,
erasure or destruction.

Data Controller is defined as agency or other body which alone or together with other defines the purpose
and the mean for gathering your Personal Data. Mission East is the Data Controller of your personal data
held as supporters, local partners, donors, recipient of marketing activities, third parties and other contacts
used for our activities.

Data Processor is defined as the physical or legal identity, authority, institution or other organisation which
manages Personal Data on behalf of Mission East. Where Mission East, as of its activity, receives, stores
and processes Personal data for the purpose of others, Mission East is the Data Processor.

Data Subject is, for the purpose of this Document, you (the individual who can be identified behind data
content).

Authorised Users or Data Users are Staff who need access to information to complete the tasks they are
assigned to and reach the purpose of their role.

Pseudonymisation means the processing of your personal data in such a manner that the personal data
can no longer be attributed to you a specific data subject without the use of additional information,
provided that such additional information is kept separately and is subject to technical and organisational
measures to ensure that the personal data are not attributed to you.

Personal Data breach means a breach of security leading to the accidental or unlawful destruction, loss,
alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise
processed

Depending on whether you subscribe to newsletters or participate to one of our activities, you are a
member or a contributor, volunteer, user of our website, or beneficiary of our programmes, consultant,
partner, one of our providers of services or product, we are under an obligation to process your personal
data to the extent necessary to provide you with the services you request and to fulfil our obligations as a
member association. This applies both in terms of managing any kind of contributions from you — unless
you decide to contribute anonymously — any services, products or support you expect to receive from us
and/or any memberships you hold with us. Our process may also include your use of our Web.

Personal data we collect directly from you:

When you donate to us or are member of the association, we may process the following information if you
have provided it to us: First and last name, Date of birth, Address, Phone number, Email address, CPR or
CVR number, bank details, including registration and account number if you pay with MobilPay, make a
bank transfer or a recurrent payment, Card details if you make a payment via credit card, IP address if you
donate via our digital services.
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When you use our digjtal services, we process your IP address (website activity) - see also our cookie policy
if you have given your consent.

When you subscribe to newsletters or participate in one of our campaigns or activities, we may process the
following information if you have provided it to us: First and last name, Address, Phone number, Email
address, Other personal data provided at your own initiative.

In some cases, we need to collect information about you from others, for example information from the
Danish Civil Registration System, Tele companies and Post services. We collect such information to keep
your contact details up to date to ensure that you can receive materials from us. We also collect it to
complement the information we have about you, for example if we need your address.

If you are working with us for one of our suppliers or partners, we may process the following information if
you have provided it to us: First and last name, Job title, Phone number, Email address, Nationality and
Gender. We may further process information about your Professional Background (Qualifications, CVs,
relevant experience, Training & Capacity Building Records).

If you are an individual consultant either applying for or delivering a service to us, we may process the
following information: First and last name, Title, Phone number, Email address, Nationality and Gender,
Company Tax / identification number and Banking information. We may further process information about
your Professional Background (Qualifications, CVs, relevant experience, Training & Capacity Building
Records).

When you apply as consultant, supplier or partner, we will process the following information: Incident &
Safeguarding Reports - Complaints, ethical concerns, protection-related issues, criminal record - either if
you provide them to us or as result of our Due Diligence Screening.

When you are beneficiary of our development and/or humanitarian programmes, we may process the
following information if you have provided it to us: First and last name, Date of birth, gender, nationality,
household composition, Contact Information (Address, phone number, email...), Demographic and
Socioeconomic Data (like education level, employment status, income level, and living conditions), Health
and Disability Information (like medical conditions, disabilities, and special needs relevant to programme
support), Vulnerability and Protection Data (status as a refugee, internally displaced person, or other
vulnerable category), Programme Participation Data (details of assistance received, engagement in
activities, feedback, and assessments), Consent and Communication Preferences, Photos and testimonials.
If you are working with us for one of our donors (Government Agencies & Multilateral Organizations,
Development Banks, Private Foundations, Institutional NGO Donors or Corporate and CSR Funds) or for a
professional alliance: First and last name, Job title, Phone number, Email address, Nationality and Gender.
When you visit some of our premises, we also may process the following information: your Full name,
Organisation, Time and Date of visit. This applies at Mission East Afghan office (Taimani, Kabul, 3114
Afghanistan);

If you are on our premises (Main office: Bernstorffsvej 20C.1, 2900 Hellerup, Denmark; Afghan office:
Taimani, Kabul, 3114, Afghanistan; Syrian office: Damascus, 86, Syria; Our two Tajik offices: Dushanbe,
734003 and Khorog, GBAO, 736000, Tajikistan), we monitor the entrances and some offices with cameras
during video recording.

A cookie is a small text file sent from our server to your browser and stored on your PC's hard drive or your
mobile device. We do not process information about user behavior collected via cookies in a way that can
link user's behavior to their identity.

We use cookies to improve your experience, based on your consent. This means we use data to personalize
content and ads on social media and to analyze traffic on our website. If we share information about your
use of the website with our social media, advertising, and analytics partners, they may combine this data
with other information you have provided to them or that they have collected through your use of their
services.

You can configure your browser to inform you about the use of cookies so as to decide on a case-by-case
basis whether to accept or reject it. You may also opt to completely disable it. However, by doing so, some
functionality of the website may not be optimal. The cookies do not contain personal data such as
information about your email address, your user ID or other personal data, other than that described in this
document.

You can read our Cookie Policy here.
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Specifically, we use your Personal Data for several purposes, depending on whether you are a member or
contributor, a user of our website, participating in our activities, volunteer, beneficiary, or working as
consultant or for our partners, supplier, donors or professional alliance.

If you are a member or contributor, we use your Personal Data to:

manage your membership or contribution

contact you regarding your membership or contribution, inform you about our activities or assess our work
via mail, email, telephone and social media platforms

report your membership fee or/and contribution to the Danish tax authorities (Skattestyrelsen) to ensure
that your contribution will appear on your tax assessment notice

send you personalized newsletters or/and marketing material - in compliance with marketing laws
propose you the best user’s experience and establish the best possible relationship with you based on
your Personal Data, donations, behaviour on our website and response on social media. To do so, we may
match your behaviour profile with one of our segments (this handling from our side is called profiling and
automation)

send you newsletters if you have subscribed to them

process information regarding our correspondence with you, including your inquiries

generate statistics for insights into donor demographics and donation trends

improve the functionality of our website and compile usage statistics

If you are just a user of our website, we use your Personal Data based on your consent to:

make functions on our website available to you

gather statistics on behaviours on our website and optimise the appearance of and navigation on our
website

target advertisements on social media platforms

If you have participated in one of our campaigns or activities, we use your Personal Data to:

contact you to share our results, propose you another activity or to contribute to our work on another way,
unless you have actively refused to be contacted

If you are a volunteer, we use your Personal Data to:

create and manage your volunteer profile
communicate with you and coordinate internally
inform you about our activities

If you are a beneficiary, we use your Personal Data, generally pseudonymized and presented as statistics,
to:

define the target of the aid we will provide

design, assess and adapt our programme and the services we deliver

coordinate joint humanitarian and development responses, prevent duplication of aid, and manage
collaborative projects and communication

track our service delivery, measure impact and improve programme’s effectiveness

facilitate donor engagement and reporting

learn from our efforts and enhance accountability and learning within the networks we are part of

We may also use your Personal Data without pseudonymizing them to:

ensure tailored support, including medical assistance, accessibility accommodations, and special
provisions

identify at-risk groups, prioritize assistance, and comply with safeguarding policies

communicate your story to make our efforts more concrete in our communication that aims to raise funds
- either public or private; in such case you will always be informed in advance and asked to give your
consent with the opportunity to refuse without consequences for you.

If you are working as consultant or for our partners, supplier, donors or professional alliance, we use your
Personal Data to:

ensure cooperation and communication with you as representant of your organisation/company or as
consultant
comply with our safeguarding and anti-fraud duties.

If you are on our premises, we use:

visitors register or/and video recording to investigate any cases of violence, theft or crime at our address.
We download the pictures and hand them over to the Police, who process the case
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visitors register to ensure security at the premises e.g. in case of fire to ensure that all people are
evacuated

video recording during some meetings to document the transparency and fairness of some negotiations.
We will always inform you in advance of such recording and will store records until the end of the final
audit of the project concerned.

We must have a legal basis for processing Your Personal Data

When you become a Mission East member, make a contribution, enter into any kind of agreement with us,
or have queries prior to entering into an agreement with us, we process your Personal Data to fulfil our
contractual commitment with you. The legal basis of processing your personal data is then a contractual
interest as defined in Art 6.1.b of the Danish and European Personal Data Regulation (GDPR).

We may also process your Personal Data because we have a legitimate interest in doing so, cf. GDPR Art.
6.1.f, unless your right to have your Personal Data protected takes precedence over our legitimate interest
in processing your data. Our legitime interests are for example:

To raise funds to provide humanitarian response and development aid to vulnerable people and fragile
communities affected by crisis.

To better customise our offers and our services to you - either as beneficiary or
member/contributor/prospect (in the last cases, we also comply with all provisions of the Danish
Marketing Practices Act).

To document our processes

To improve our deliveries and increase the value we add to people.

To understand trends and adjust our strategies and, ultimately, deliver the products and services that
best meet your needs and preferences.

To ensure security at our premises.

In certain cases, we may also have a legal interest (GDPR Art. 6.1.c), as we have the legal obligation to
process your Personal Data, for example when we need to update your Personal Data or in connection with
documentation of audit trails, pursuant to the provisions of the Danish Bookkeeping Act requiring to keep
accounting records for a period of five years from the end of the accounting year or the European rules
requiring to keep records up to 9 years after the end of a EU funded project. Another example is your civil
registration number that must be included when reporting to the Danish tax authorities.

We may have your vital interest (as defined by GDPR Art. 6.1.d) in mind when we process health
information or other Special Categories of Personal Data like ethnicity or belonging to specific groups to
tailor our support, including medical assistance, accessibility accommodations, and special provisions to
specific groups.

We need your Consent on a legal basis (GDPR Art.6.1.a) to process some Personal Data including Special
Categories of Personal Data, Personal Data concerning a child (individual under 18 years), References,
criminal records and Due Diligence screening output, Personified portrait photo and portrait or group photo
where the subject is easily identifiable and Digital information gathering via cookies.

When we share your Personal Data, it is always limited to what is necessary for specific purposes aligned
with our legitim, legal or contractual interest, and sharing is based on clearly defined roles and signed Data
Processor or corresponding agreements. You can see the list of the organisations we may share your
Personal data with at the end of this document.

We may share your personal data with our suppliers and partners who contribute to delivering our services
to you, or who assist us with our IT operations, systems, hosting, payment services or marketing.

We may also share your data with other Humanitarian or Development Agencies or Alliances to coordinate
and deliver joint initiatives.

In addition to the above, we share your data to the extent that we are obliged to do so, for example due to
requirements to report to public authorities such as the Danish tax authorities (Skattestyrelsen).

As an international NGO, we do operate with own offices as well as partners and donors outside the
European Union (EU) and the Europe Economic Area (EEA). We have also suppliers outside the EU/EEA. For
these reasons, we may transfer your Personal Data outside the EU/EEA. It is generally the case for Personal
Data concerning natural persons in our countries of operations, and it happens occasionally with European
citizens’ personal data.
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You can see the list of the organisations based outside the EU/EEA that we may share your Personal data
with at the end of this document.

We share your Personal Data to the recipient outside the EU/EEA if one of the conditions below is fulfilled:

we have agreed on appropriate safeguard and standard data protection provisions passed by the
European Commission with the recipient receiving your Personal Data (GDPR Art. 46)

the recipient is either signatory of a Code of Conduct as per GDPR Art.40-2 or Art. 40-3, or has a
certification in accordance with GDPR Art.42, and we have signed a Data Transfer Agreement.

the relevant country or international organisation has a sufficient level of protection as defined by the
European Commission (GDPR Art.45)

our local representation or office has signed and adopted our Binding Corporate Rules (GDPR Art.47)

When any of the conditions above are fulfilled, we may also share your Personal Data outside the EU/EEA
based on contractual, legal, vital or public interest. If the transfer is based on our legitim interest or a
previous consent you gave us, we will ask your formal consent highlighting the data transfer (GDPR Art.49).
You may at any time request information about or a copy of the required guarantees that form the basis of
sharing personal data with recipients outside of the EU/EEA and, if exceptions apply according to the
description in GDPR Art.49, the exceptions that form the basis for any such sharing of personal data.

We store and process your Personal Data if there is a legal and legitimate reason for doing so. Wherever
possible, we use automated deletion and pseudonymization processes in our systems. Where our systems
do not allow us to use such automated deletion and pseudonymization processes, we have established
ongoing controls to ensure that personal data is reviewed and deleted/pseudonymized.

If you are a member or contributor, we will retain your Personal Data for five years plus the current year
form your last economic transaction in accordance with the Danish Bookkeeping Act.

If you are a volunteer, we will retain your Personal Data for a maximum of 18 months after the relationship
has ended to access your history if you come back to us in one or another role.

If you participate in one of our campaigns or activities without financial commitment, we will store your
Personal Data for up to 18 months after the campaign or activity expires to be able to document the
commitment in our campaigns or activities.

If you are just a user of our website or communicating with us on social media, your Personal Data is
anonymous. We use Plausible to measure the traffic on our websites. Plausible does not register the data
of the individual visitor but creates a random string of letters and numbers that can be used to calculate
the number of unique visits to our websites. This string is re-set every day. Data obtained before August
2023 was treated by Google Analytics and is retained for 26 months.

If you are a beneficiary, we will keep your Personal Data up to 1 year after the project is finished to be able
to document our activities. Afterward, your Personal Data will be pseudonymized.

If you are a beneficiary and have given consent to share your testimonial, we will keep your Personal Data
according to the agreed duration mentioned on the consent.

If you are working as consultant, we will retain your Personal Data for at least five years plus the current
year as per the end of your contract in accordance with the Danish Bookkeeping Act and up to 9 years in
accordance with the EU audition rules.

If you are working as for our partners, supplier, donors or professional alliance, we will keep your Personal
Data up to one year after the termination of our relationship with you.

If you have requested not to be contacted any longer, we will keep your information on the list of people we
should not contact, unless you have actively requested that we delete your information.

If you go to our premises which are under video surveillance or with guest register, we will keep video
recording and your Personal Data for 30 days.

If you want to claim one of your rights or opt for one of the possibilities described below, please, send your
request by writing to person_data@missioneast.org.

We will always follow up without undue delay (normally considered as one month), informing you about the
action we have taken or engaging in a dialogue to clarify any question or issue, for example if we have any
legal interest in processing your Personal Data that conflicts with your request.
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Insight

You are entitled to gain insight into the Personal Data we process about you, including which data we have
registered about you, how we process them and the purposes for which such data have been collected.

Correction and deletion

You are entitled to request that the Personal Data we process about you be corrected (GDPR Art.16) or, on
grounds relating to your personal situation, deleted (GDPR Art.17). You have also the right to “be forgotten”,
which means that you request us not to contact you anymore. We will comply with your request as soon as
possible to the extent necessary. If, for some reason, we are not able to comply with your request, we will
contact you.

However, if you have requested not to be contacted by us, your contact information is registered in a
special list to comply with your request, and we will not be able to delete your information from this list.
Your request for deletion as per the above article (in connection with your right to be forgotten) will
therefore not apply in relation to the list of people we should not contact. In other words, if you have
declined to be contacted and at the same time asked us to delete your personal information, your contact
information will still appear on that list so that we can ensure that we do not contact you again.

Limitation or objection of processing

In certain circumstances and in accordance with GDPR Art. 18 & 21, you are entitled to request a limitation
on processing your Personal Data, like limiting the type of data we may process, the purpose we process
them for or even exclude any processing for marketing purposes.

In some extent defined by GDPR Art. 22, you have also the right not to be subject to a decision based solely
on automated processing, including profiling.

You are also entitled to ask us not to process your Personal Data in cases where the processing is based on
our legitim interest, public interest or exercise of authority (GDPR Art.6.e). The extent to which we process
your data for such purposes appears from this Policy.

Withdraw you consent

You are entitled to revoke your consent at any time (GDPR Art.17.b), and we will stop processing your
Personal Data without undue delay unless there is another legal ground for processing. Your revocation
does not affect the legitimacy of processing that was carried out prior to revoking your consent.

You may at any time revoke your consent to receive promotional information and offers in general,
including by ordinary post, email, text message, telephone or other electronic means, by writing to us

at person_data@missioneast.org.

If we are unsure of the identity of whom the consent revocation comes from, we may ask you to identify
yourself. This is free of charge, except for the ordinary costs of communication.

Data portability

You are entitled to receive your Personal Data (only information about yourself that you have provided to
us) in a structured, commonly used and machine-readable format (data portability - GDPR Art. 20).

Potential consequences of not providing Personal Data

If we need you to provide your Personal Data by yourself, it will appear in places where we collect such
data. You may not wish to provide us with these Personal Data; as consequence we may not be able to
provide you with the services you request, create you as a contributor, engage into a contract, etc.

How we create security around your data

Internally in our Organisation, our processing of personal data is subject to our IT Security & Data Protection
policy. This policy also contains rules for the conduction of risk and impact assessments of existing, new or
changed processing activities. We train our staff and have implemented internal rules and procedures to
ensure an appropriate level of security from the time of collecting personal data until deletion, incl. access
rights limited to the people who need to process your Personal Data for the purpose of their role and that
we present in this document, which you have given your consent to.
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Externally, processing of personal data is always carried out by Data Processors maintaining at least the
same level of security standard as ours and who use Transparent Data Encryption for storing personal data,
including backup data. HTTPS (Secure Sockets Layer) is used to encrypt data during transmission

How to Complain

You may at any time exercise your right to complain:

first by contacting us at complaints@missioneast.org.

secondly at the Danish Data Protection Agency, “Datatilsynet” - Carl Jacobsens Vej 35, DK-2500 Valby;
phone: +45 3319 3200, email: dt@datatilsynet.dk, electronic form:
https://www.datatilsynet.dk/english/file-a-complaint

Update of this Document

Mission East is committed to complying with the fundamental principles of personal data protection and
privacy. Therefore, we regularly review our IT Security and Data Protection policy as well as this Document
to keep it up to date and in accordance with applicable principles and legislation.

Any future changes in this Document will be published on this site and can be sent to you by email if you so
wish.

Sharing list

Following organisations, companies or systems are covered by either a Data Processor (within EU/EEA) or a
Data Transfer Agreement (outside EU/EAA) or a contract that contains corresponding terms.

Organisations, companies or systems Purpose Location
xil:;zzo;tp(éff_ije tools, SharePoint and Operations & Administration Germany
Business Central and related apps Economy management Ireland
OnlineFundraising Fundraising Denmark
Donorfy CRM Membership & Fundraising Ireland
Mailchimp Fundraising and outreach Denmark
GoDaddy Website hosting Netherland
QuickPay Online Payments Germany
Kobo Toolbox Monitoring & Evaluation Ireland
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